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Exercise 1:

The client certificate and certificate verify messages are optional in the TLS handshake

protocol. Show how this leads to an attack where the attacker pretends to be another

client.

Exercise 2:

Consider the following Ping-Pong protocol. Apply the analysis developed in the lecture

on this protocol.
X → Y : {{M}KY

, X}KY

Y → X: {M}KX


