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Exercise 1:

Consider the following variant of Lowe’s fix to the Needham Schroeder Public key protocol.

A → B : {A, Na}Kb

B → A : {B ⊕ Na, Nb}Ka

A → B : {Nb}Kb

where ⊕ is the exclusive-or operation. As before we consider the Dolev-Yao model exten-
ded with rules for exclusive-or.

a) Find an attack against this protocol.

b) Consider the approximation of finitely many nonces and describe the intruder’s
knowledge using push and pop rules, in presence of the ⊕ operation.

Exercise 2:

Let Σ be a set of constants and let S be a set of terms of the form a1 ⊕ . . . ⊕ an where
each ai is from S. Let m be a term of the same form. Show how to decide whether the
intruder can obtain m by applying exclusive-or operations repeatedly, starting with the
terms in S.


