We further require rules for intruder actions.

(), I(y)  ~ 1((z,y)), [(x), [(y)
[({r,y)) o~ 1), I(y), [((2, )

All our rules never consume [ facts, although the rules may create I facts.
I is said to be persistent.

This represents the intruder’'s ability to remember all previous messages,

and use them again and again to compute new messages.

In contrast our previous rules consume A facts to create A, facts,
consume A, facts to create A facts, ...
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To start execution, we also need the initialization rules.
~ Ap() and ~ By

An execution with involving more than one session:
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~ Bo() ()
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o Ai(ng), I(ng), Bo();,  Bi(na, ), [({na; m)), 1(na), A1(na)
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To start execution, we also need the initialization rules.
~ Ap() and ~ By

An execution with involving more than one session:
Ao()

~ Bo() ()
~~ Ay(ng), [(na), Bo()
~ By (naa nb)v (<na7 nb>) ](na)v Ay (na)

ce 7 Al( a)? ( a)? BO()» Bl(nav nb)? ](<na7 nb>)7 [(na)a Al(na)
(A new session)

e V7 Al( ) BO()? Bl(naa nb)v Al(na)a ](<n;a nb>)a e
(Intruder actions)

7 AQ(nQLa nb)a BO()) Bl(ncw nb)a Al(”a)a s



The full protocol
A — B :{a,ngtg,
B — A:{ngnpts,
A— B :{np}k

List of honest agents
~ Ha(alice) ~+ Ha(bob) ~ Ha(michael)

List of dishonest agents
~ Da(charlie)

Ha(x) ~ Agent(x), Ha(x) Da(x) ~ Agent(x), Da(x)

Their names and keys
Agent(x) ~» [(x), [(pub(x)), Agent(z) Da(x) ~ I(prv(z)), Da(x)



Intruder actions
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({_}_ denotes symmetric encryption)

~s dn - [(n)

(Intruder may create nonces)



Protocol dependent rules

Agent(x), Agent(y) ~ Ao(x,y), Agent(x), Agent(y)
Agent(x), Agent(y) ~» Bo(x,y), Agent(x), Agent(y)



Protocol dependent rules
Agent(x), Agent(y) ~» Ao(x,y), Agent(z), Agent(y)
Agent(x), Agent(y) ~» Bo(x,y), Agent(z), Agent(y)
Ao(r,y) o~ 3z Ay, 2), TR, 2 Fpub(y))



Protocol dependent rules
)~ Aolz,y), Agent(x), Agent(y)
Agent(x), Agent(y) ~» Bo(x,y), Agent(z), Agent(y)
)~ 3z As(z,y, 2), T2, 2 hpusy)
)~ Fw- Bi(w,y, 2,w), [{L2, W pub(a)).
I({z, 2 pub(y))
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~ By(x,y), Agent(x), Agent(y)
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Protocol dependent rules

Agent(x), Agent(y)
Agent(x), Agent(y)
)
)

~ Ao(x,y), Agent(z), Agent(y)
~ Bo(x,y), Agent(x), Agent(y)
~ Jz - Ay(x,y,2), [T, 2 Fpun(y))
~ Jw - Bz, y, 2, w), T({2, W pub(e) )
I({z, 2 pub(y))
> Ao,y 2, w), T({w Fpub(y))
I({z whpus(s))
~ Bo(z,y, 2, w), I{{w }pub(y))



Protocol dependent rules

Agent(x), Agent(y
Agent(x), Agent(y

Bl (Ia Y, <, w)7 ]({w}pub(y))

~ Ao(x,y), Agent(z), Agent(y)
~ Bo(x,y), Agent(x), Agent(y)
~ Jz - Ay(x,y,2), [T, 2 Fpun(y))
~ Jw - Bz, y, 2, w), T({2, W pub(e) )
I({z, 2 pub(y))
> Ao,y 2, w), T({w Fpub(y))
I({z whpus(s))
~ Bo(z,y, 2, w), I{{w }pub(y))

= Protocol rules are independent of names of agents



Example security questions

e From point of view of initiator:

— (Can one reach a protocol state which contains the pattern
Ha(x), Ha(y), As(z,y, 2, w), 1(2)

— (Can one reach a protocol state which contains the pattern
Ha(x), Ha(y), Az (,y, 2, w), [ (w)

e Reachability questions regarding certain patterns.
e Independent of names of agents.

e Some agents are restricted to be honest.



Reduction of number of agents

Shown by V. Cortier and H. Comon-Lundh.

Protocol description and security (reachability) properties should be
independent of agent names.

Then we use our idea of projection as for ping-pong protocols.

Replace all honest agents by one honest agent and all dishonest

agents by one dishonest agent. Hence only two agents suffice.

If agents cannot speak to themselves then a slightly higher bound can
be shown.



Reduction to two agents

Suppose there is an attack which involves honest agents hy,...,h, and

dishonest agents d, ..., d,.

Define
proj(h;) =M
proj(d;) =di
proj({mitm,) = {proj(mi)}prosm,)
proj(pub(a)) = pub(proj(a))
proj(P(t1,t2,...)) = P(proj(ti),proj(tz),...)



If we can apply one of our rules to obtain a new protocol state from an

old protocol state as follows:
Fi,...,F,~ F/,..., F!

then it is also possible to apply a rule to change protocol state as follows:

proj(f1),...,proj(fi,) ~» proj(Fy),...,proj(£)



If we can apply one of our rules to obtain a new protocol state from an

old protocol state as follows:
Fi,...,F,~ F/,..., F!

then it is also possible to apply a rule to change protocol state as follows:

proj(f1),...,proj(fi,) ~» proj(Fy),...,proj(£)

Hence if a protocol state /i, ..., F,, is reachable then the protocol state

proj(f}),...,proj(F),) is also reachable.

= Only two agents suffice for detecting an attack.



Example: attack on the Needham-Schroeder public key protocol

Attack using 3 agents:

A? Na c A? Na b

A t K C (A) t O B
A A

NP0 C (A) o Noic B
{Nv} k. { Mo},




Example: attack on the Needham-Schroeder public key protocol

Reduction to 2 agents:

A, Ny} k. A, N, Yk,

A A Najree C (A) A Nabw,
NaaNC/L a NG?NC/L a

A L £ C (A) A £ A
{N,} k. {N, K,




X =Y {M}g X
Y = X: {M}g,

We may formalize it using the following rules.

Agent(x), Agent(y) ~» Ao(x,y), Bo(z,y), Agent(x), Agent(y)
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X =V (Mg, X
Y = X: (Mg,
We may formalize it using the following rules.
Agent(x), Agent(y) ~» Ao(z,y), Bo(z,y), Agent(x), Agent(y)
Aoz, y)  ~ Fz- Aul(,y, 2), T({{2 }pub(y) 7))
Bo(,y), I({{ 2} puby, 2)) -~ Bil, y, 2), I({ 2 b pub(a) ) L ({2 Fpusy), )



X —-Y: {M}g,, X
Y - X: {M}k,
We may formalize it using the following rules.
Agent(z), Agent(y) ~ Ao(z,y), Bo(z,y), Agent(z), Agent(y)
Ao(z,y)  ~ 3z A, y, 2), [({L2 tpub(y), 7))
Bo(@,y), I({82 by, ) ~ Bil,y, 2), I({2 }pub(a) )s L ({12 Fpuby)» 7))
Ay, 2), Iz pun(y)  ~ A2,y 2), T 2 Fpub(a) )



X =Y (Mg, X
Y = X: (M},
We may formalize it using the following rules.
Agent(x), Agent(y) ~> Ao(z,y), Bo(z,y), Agent(x), Agent(y)
Ao(z,y)  ~ 3z A, y, 2), [({L2 tpub(y), 7))
Bo(@,y), I({82 by, ) ~ Bil,y, 2), I({2 }pub(a) )s L ({12 Fpuby)» 7))
Av(z,y, 2), I{ =} pun(y)  ~ A2, y, 2), T({2 tpub(a))

Security question: is a protocol state reachable containing the pattern
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Attack involving 3 agents: some intermediate steps

e Ha(a), Hb(b), Da(c)

o Agent(a), Agent(b), Agent(c), Ha(a), Hb(b), Da(c)

e Ay(a,b), Bo(a,b), Agent(a), Agent(b), Agent(c), Ha(a), Hb(b), Da(c)

o Ai(a,b,n), By(a,b), I({{n}puwm),a)), Agent(a), Agent(b), Agent(c),. ..
o Ai(a,b,n), Bo(a,b), [((17 pubey, @), 1(¢), T({({n}pub(v), €)), - -

o Ai(a,b,n), By(a,b), I({{n}puwm),c)), Bolc,b), Ao(e, b), . ..

o Ai(a,b,n), By(a,b), Bi(c,b,n), I{({n}pur(c)), - -

¢ A1<avb n),B()(CL, b)oBl<C b n) [({n}pu( ) (n) ({n}pub(a) s
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Reduction to 2 agents: some intermediate steps

e Ha(a), Ha(a), Da(c)
e Agent(a), Agent(a), Agent(c), Ha(a), Ha(a), Da(c)

, £

, Bola, a), I{({{n}pub(a), @)
(<{n}pub( a)
1 (({n}pus(ay, €)

), Agent(a), Agent(a), Agent(c),. ..
), 1(c), T({An }pub(a); €))5 - - -

), Bo(c,a), Ag(c,a), . ..

B ) (17 pub(e)) -

Bi(e,a,n), I({n}pup(e)); (n) TN} pub(a))s - -
Bi(e,a,n), I({npube), (), [{7}pub(a))s - - -

), Agent(c), Ha(a), Ha(a), Da(c)



e |t is unrealistic to let an agent have a session with himself.

e However this assumption is used by many tools for analyzing protocols,

and also by many models of cryptographic protocols.

e |f agents are not allowed to have sessions with themselves then the
number of agents required for detecting an attack depends on the
number of agent variables appearing in the description of the security
property.



Allowing agents to speak to themselves leads to new attacks.

A single-step toy protocol:

A— B:{A, B, Na}g,, {SGCT@t}{A,A,Na}Kb

The secret is revealed if and only if A can have a session with himself.



Disallowing agents to speak to themselves

For every pair of distinct agents a and b we add a rule
~ Distinct(a, )

For every pair of dishonest agents d; and dy we add a rule
~ Distinct(dy, ds)

(A dishonest agent can still have a session with himself)

We modify protocol dependent clauses by putting Distinct predicates in
the left hand side.
Agent(x), Agent(y), Distinct(z, y)
~ Aoz, y), Agent(x), Agent(y), Distinct(x, y)



Reduction to £ 4+ 1 agents

Let the security property be of the form
Ha(xy), ..., Ha(xy), M

where Ha does not occur in M.

Suppose there is an attack in which the variables 1, ..., r; get the values
hi,..., h.

Fix one dishonest agent d.

We project all agents other than hq,..., h; to the dishonest agent d.



Define

proj(Distinct(a,b))

= {proj(m1) }proj(ms)
= pub(proj(a))

= Ha(h;)

= Da(d)

— P(proj (tl)v proj (t2)7 - )

= Distinct(proj(a),proj(b))

1 <1<k

other agents a

1 <1<k
other agents a

P # Ha



‘Distinct’ agents remain distinct after projection.

An agent is required to be honest only in the rule
Ha(x) ~ Agent(x), Ha(x)

But we also have the rule
Da(x) ~ Agent(x), Da(x)

Hence as before, if a protocol state F, ..., F), is reachable then the

protocol state proj(F}),...,proj(F}) is also reachable.

Hence £ + 1 agents are sufficient for detecting an attack.



